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1
Decision/action requested

 It is requested to approve the new solution for KI #2.2 of 3GPP TR 33.739.
2
References

[1]
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Study on Security Enhancement of Support for Edge Computing — Phase 2


(Release 18)
[2]
3GPP TS 33.535
Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)
 [3]
3GPP TS 33.220
Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
3
Rationale

In 3GPP TR 33.739 [1], it is stated that "with these multiple authentication methods, how to select which authentication mechanism to use between the EEC and EES, EEC and ECS is not addressed. Not knowing which authentication to use between EEC and EES, EEC and EES would lead to mis-synchronization between the EEC and EES, EEC and ECS.  
For EDGE authentication mechanism selection, the roaming scenario needs to be taken into consideration.

For EDGE authentication mechanism selection, the authentication capability supported by the UE and the network entities needs to be taken into consideration. "
Therefore a solotion is required to adderss the authentication mechanism selection problem between EEC and ECS/EES.

4
Detailed proposal
*************** Start of the Change ****************

6.X
Solution #X: Authentication mechanism selection method for edge scenarios
6.X.1
Solution overview

This solution addresses KI #2.2 ofthe present document.

In this solution, the EEC can be configured with the authethentication capability of the ECS.

The ECS can request the authentication capability of the EES for the EEC.

The EEC selects the mutual authentication method, which is used between EEC and ECS/EES, based on the authentication capability of EEC, the authentication capability of ECS, authentication capability of EES, the authentication capability of the home network, and the authentication capability of the visited network.
6.X.2
Solution details

The EEC can be configured with the authentication capability of ECS. Authentication capability of ECS can be pre-configured in the EEC via ECS configuration information; Authentication capability of ECS can be configured by an edge-aware AC via ECS configuration information; Authentication capability of ECS can be configured by the user via ECS configuration information.
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Figure-6.X.2-X: Authentication method selection mechanism for EEC and EES/ECS

Step 0. EEC may obtain the authentication capability of visited network and home network during the registration procedure. The authentication capability indicates the authentication mechanisms that are supported. The authentication mechanisms include TLS with GBA, TLS with AKMA, certificate based authentication mechanism, etc. EES may send its authentication capability to ECS during the EES registration procedure.

Step 1. The EEC selects the mutual authentication method, which is used between EEC and ECS, based on the authentication capability of EEC, the authentication capability of ECS, the authentication capability of the home network, and the authentication capability of the visited network. After the mutual authentication, the TLS connection is built between EEC and ECS. After step 1, the message between EEC and ECS are protected.
Step 2. To obtain the security authentication methods that are supported by EEC, the EEC sends a service provisioning request to the ECS. The service provisioning request includes the security credentials of the EEC received during EEC authorization procedure and may include the UE identifier such as GPSI, connectivity information, UE location and AC profile(s) information. EEC may send its home network identifier to the ECS.

Step 3. If AC profile(s) are provided by the EEC, the ECS identifies the EES(s) based on the provided AC profile(s) and the UE location. When AC profiles(s) are not provided, then:

-
if available, the ECS identifies the EES(s) based on the UE-specific service information at the ECS and the UE location;

-
ECS identifies the EES(s) by applying the ECSP policy (e.g. based only on the UE location);


The ECS checks if it has the authentication capability of the identified EES. The authentication capability indicates 

Step 4a. If ECS has the authentication capability of the identified EES, Step 4b to step 7 should be skipped. And ECS sends the authentication capability of the identified EES to the EEC along with the information (e.g. URI, IP address) for establishing a connection to the identified EES. 

Step 4b. If ECS does not has the authentication capability of the identified EES, the TLS connection is built between EES and ECS. After step 4b, the messages between EES and ECS are protected.

Step 5. To obtain authentication capability of the identified EES, the ECS sends EES authentication capability request to the EES. ECS may send visited network identifier and home network identifier to the EES.  

Step 6. Upon receiving the request, the EES sends its authentication capability back to the ECS. If EES is not authorized to use AKMA in the visited network and home network of the UE (EEC), EES should not include the TLS with AKMA in the authentication capability. If EES is not authorized to use GBA in the visited network and home network of the UE (EEC), EES should not include the TLS with GBA in the authentication capability. 

Step 7. ECS sends the authentication capability of the identified EES to the EEC along with the information (e.g. URI, IP address) for establishing a connection to the identified EES.

Step 8. The EEC selects the authentication method based on the authentication capability of EEC, authentication capability of EES, authentication capability of home network, authentication capability of visited network. 

Step 9. The EEC triggers the authentication procedure based on the selected method.
6.X.3
Solution evaluation 

TBA
*************** End of the Change ****************
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